Recommendation 8:2014

Recommendation on Guidelines and Terms and Conditions for the
NEAFC Information Security Management System

The Commission hereby adopts the following Recommendation pursuant to
Recommendation 11:2013:

1. Pursuant to Recommendation 11:2013, the following Guidelines and Terms and Conditions are
adopted:

Guidelines on Organisation of information security pursuant to Article 2 (Scope) & Acrticle
6.1 (Organisation of Information Security; Internal Organisation), as presented in Annex 1 to
this Recommendation;

Guidelines on Access Control pursuant to Article 2 (Scope) & Article 6.2 (Organisation of
Information Security; External Parties), as presented in Annex 2 to this Recommendation;

Guidelines on Information Classification pursuant to Article 2 (Scope) & Article 7.2 (Asset
management: Information Classification), as presented in Annex 3 to this Recommendation;

Guidelines on Human Resources Security pursuant to Article 2 (Scope) & Article 8 (Human
Resources Security), as presented in Annex 4 to this Recommendation;

Guidelines on Physical and Environmental Security pursuant to Article 2 (Scope) & Article 9
(Physical and Environmental Security), as presented in Annex 5 to this Recommendation;

Guidelines on Communications and Operations Security pursuant to Article 2 (Scope) &
Avrticle 10 (Communications and Operations Security), as presented in Annex 6 to this
Recommendation;

Guidelines on Access Control pursuant to Article 2 (Scope) & Article 11 (Access Control), as
presented in Annex 7 to this Recommendation;

Guidelines on Information Systems acquisition, development and maintenance pursuant to
Article 2 (Scope) & Article 12 (Information Systems acquisition, development and
maintenance), as presented in Annex 8 to this Recommendation;

Guidelines on Business Continuity Management pursuant to Article 2 (Scope) & Article 14
(Business Continuity Management), as presented in Annex 9 to this Recommendation;

Terms and Conditions for Use of NEAFC Websites pursuant to Article 2 (Scope) & Acrticle
6.2 (Organisation of Information Security; External Parties), as presented in Annex 10 to this
Recommendation;

2. Recommendation 13:2005 is repealed.

Page 1



	Definitions
	Confidentiality
	Integrity
	Availability
	Auditing Techniques
	Accounting Techniques

	Subscribing Users to NEAFC Website
	Blocking Users & Revoking Permissions
	Annex 7 Guidelines on Access Control
	Standard Registration Policy Email
	Sessions:


